SECURUS ¥/ 360

Google Workspace (GSuite)
API Integration Guide

A step-by-step guide to Securus360’s integration with Google Workspace / GSuite

Integration Steps

1. Log into the Google Cloud Platform (https://console.cloud.google.com/)

2. Proceed to IAM & Admin > Manage Resources
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3. Select Create Project

Manage resources CREATE PROJECT | B3 CREATE FOLDER

4. Create the collector project

a. You can follow your company's normal naming convention as seen in

the example below

Make sure to have the Organization and Location set as the parent of
your Google account, then click Create

New Project

Project name *
Securus36l Collector ' (7]

Project ID securus360-collector-325515, It cannot be changed later.  EDIT

Organization *

securus360.com * @

Select an organization to attach it 1o a projectl This selection can't be changed later.
Location *

B securus360.com BROWSE

Parent organization or folder

CREATE CANCEL
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5. Once the project is created, go to APIs & Services in the top of the screen
and switch over to the newly created project

Select from securuszso.com ~ NEW PROJECT

Q, search projects and folders

RECENT STARRED

Name D

{[:0 Securus360 Collector @ securus3e0-collector-2255 ].5]

B securus3sD.com @ 1013051779985

[ L
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6. Select Library and search for the "Admin SDK"”

= Google Cloud Platform % Securus36o Collector |

APTI APIs & Services

«$»  Dashboard

O~ Credentials

i OAuth consent screen

= Domain verification

=& Page usage agreements

APls & Services

Traffic

A Nodataisz

Google Cloud Flatform

BFI API Library

AFlLbrary ¥ “admin sdi”

Filter by

CATEQORY

Devaloper toels (1)
Googhe Enterpeise APlE (Z)
Googh Workspacs (1)
Security (1)

2 Securus360 Collector

“admin sdk”

2 results
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7. Click Admin SDK API and select Enable

Google Cloud Platform  &* Securus360 Collector

Admin SDK API

Google Enterprise API

Admin SDK lets administrators of enterprise domains to vi
resources like user,...

| ENAEBLE TRY THIS APl [2

OVERVIEW DOCUMENTATION
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8. Once the Admin SDK is enabled for your project, navigate to IAM & Admin
> Service Accounts

# Home >
E Marketplace

B4  Billing

API  APIs & Services >

1AM

Support >

Identity & Organization
1AM & Admin >

Policy Troubleshooter

@ B ¢ o =

Getting started Policy Analyzer
Compliance Organization Policies
Securi >
Ty Workload Identity Federation
. Anthos > Labels
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9. Click Create Service Account at the top of the screen

10. The service account name and description can follow company standards,
like the example below. Once done, click Create and Continue

Create service account

@ Service account details

Service account name
Securus360 Collector n

Display name for this service account

Service account 1D

securus360-collector I:' secursI60-mollector- 37551 5 iam. geervicea G
Service account description

Securus3s0 Account for Log Collection

Describe what this service account will do

CREATE AND CONTINUE

o Grant this service account access to project
(optional)
I
€ Grant users access to this service account (optional)

£

7 1L —
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11. Click Done at the bottom of the screen. Once the account is created, click
on the service email that is displayed.

Service accounts for project "Securus360 Collector™

A service account represents a Google Cloud service identity, such as code running on Compute E

Organization policies can be used to secure service accounts and block risky service account feal

= Filter Enter property name or value

O  Email

D I“_‘J securus360-collector@securus360-collector-325515.iam.gserviceaccount.com ‘

12. On the Service account details page, select KEYS in the top navigation
bar

13. Select ADD KEY > Create new key

DETAILS PERMISSIONS KEYS METRICS LC

Keys

Service account keys could pose a security risk if compromise|
Google Cloud here .

Add a new key pair or upload a public key certificate from an existing key |

Block service account key creation using organization policies.
Learn more about setting organization policies for service accounts

ADD KEY ~

Create new key

Key creation date Key expiration date
Upload existing key
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14. In the pop-up window, select JSON as the key type and click Create

Create private key for "Securus360 Collector”

Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Key type
@ JsoN

Recommended

O P12

For backward compatibility with code using the P12 format

CANCEL CREATE

15. This will start the download of the newly-created key. Save the resulting file
as it will be sent to Securus360 Support in order to complete setup, then
click CLOSE on the notice

Private key saved to your computer

A securus360-collector-325515-cdObd7889a51.json allows access to your cloud resources, so store it securely. Lcafn more
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16. Click Details and copy the Unique ID value

&  Securus360 Collector

DETAILS FERMISSIONS KEYS METRICS LOGS

Service account details

Name

Securus360 Collector i SAVE

Description

Securus360 Account for Log Collection SAVE
Email

securus260-collector@securus360-collector-22551 5.iam.gserviceaccount.com

Unigque ID

|1 12024104832762439 53?'

Service account status

Disabling your account allows you to preserve your policies without having to delete it,

@ Account currently active

17. Log into https://admin.google.com
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18. Go to Security > API Controls

= Google Admin

m Home

EE Dashhoard

» = Directory

&

Devices

»o3 Apps

1

o
Settings
Alert center
Security rules

vtk Reporting

» B3 Billing

» @ Account

19.Scroll to the bottom of the page and select MANAGE DOMAIN WIDE
DELEGATION

Soopos, mcluding 3ign-n Scoped, Loam medg

Trust internal, domain-owred apps

Internal, doman-cwned apps will be exempt from aocessing Qhuth scopes that are restricted or

Apps you brust on the Google Warkspace Markelplace, Androsd, or 105 whitelst ane asomatically bus
lign

Domain wide delegation

Durvetoper & cam reg Thiris wiels applicat ond glber AP chients with Googlo 1o onable access (o detd in Googhe serdees ke Gred, You con o
0 access your user data withoul youw users having 1o individually give consent or their passwoeds. Learn mare

IMAHiGE [ROMAIN WIDE DELEGATION I
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20. Click on add new and in the pop-up window paste the ID value that was
copied in step 16 under Client ID

21. Under OAuth scopes, copy and paste this value:

https://www.googleapis.com/auth/admin.reports.audit.readonly

Add a new client ID

Client 1D

112024104832762439587

Overwrite existing client ID @

OAuth scopes (comma-delimited)

~N.googleapis.com/auth/admin.reports.audit.readonly

OAuth scopes (comma-delimited)

CANCEL AUTHORIZE

22. Click AUTHORIZE to complete the setup

[ 12 L

© 2024 Securus 360 Technologies Inc. - Confidential +1 (949) 266-6900 | support@securus360.com
100 Spectrum Center Drive, Suite 900, Irvine, CA 92618, USA | www.securus360.com SECURUSQ/BSO


mailto:support@securus360.com
http://www.securus360.com/

SECURUS ¥/ 360

Google Workspace (GSuite)
API Integration Guide

23. Final Steps

To ensure the secure transfer of sensitive information beyond basic email security
measures, Securus360 will provide you with a link to a Sharepoint folder that’s
unique to your site and is accessible only to you and Securus360.

Email support@securus360.com to notify our team the setup has been completed.
In return, you will receive a Sharepoint link (if one has not already been provided).
Please upload the following to Sharepoint:

e The credential file that was downloaded in step 15
e The email address of the user that set up the integration

Please email support@securus360.com to notify us that the files have been
uploaded.

Lastly, if you would prefer a different method of sending us this information,
Securus360 is more than willing to accommodate whichever method adheres to
your preferences and security policies.
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